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Medical Implant 
Security
Understanding the Need for Secure Implantable Medical 
Devices





Why Important?







Medical Implant: Vulnerable?



Evaluation of Implant 
Communication 
Interface



Type 1



A Typical IMD Communication System- Unauthorized Access



Security Attacks

Eavesdropping Attack

Denial of Service(DoS) Attack

Replay Attack

Man-in-the-Middle Attack

Software Injection Attack













Type 2: Medical data Safety



Key Stages & Threat Vectors:

1. Data Collection
Varies by device type (e.g., neural signals require noise filtering).
Trusted sources (hospital firewall) vs. untrusted sources (internet).
Threat: Data manipulation from non-trust zones.

2. Data Transfer
Uses wireless protocols to transmit data to external systems.
Security Concerns: Integrity, confidentiality, and authenticity can be
compromised.
Threat: Man-in-the-middle attacks or packet injection.

3. Data at Rest
Stored in hospital servers, cloud platforms, or databases.
Threat: Unauthorized access, tampering, or ransomware attacks.





CHALLENGES AND SECURITY TRADE-
OFFS IN IMDs





Critical Physical Environment

•Biocompatibility:
 Made from non-reactive materials like titanium/silicone, 
 but may still trigger rejection or inflammation in some patients.

•Form Factor:
Must be compact and lightweight to avoid disrupting daily activities.

•Thermal & RF Limits:
Security mechanisms must respect limits on heat dissipation and RF
radiation to prevent tissue damage or allergic responses.



Resource Constraints

•Non-rechargeable batteries with a lifespan of 8–10 years.

•Efficient power management is critical for both processing and
 communication tasks.

•Traditional cryptographic methods (e.g., symmetric encryption,
 PKI, hashing) are resource-intensive.

•Frequent cryptographic operations can drain the battery prematurely.

•Battery depletion requires surgical replacement, posing health risks.



Legacy Compatibility 

•Updating cryptographic protocols often requires modifying the 
 IMD hardware.

•Millions of legacy IMDs are already implanted and remain vulnerable.

•~700,000 new cardiac implants are added each year.

•Ideal security solutions should also protect already-implanted devices 
without needing surgical updates.



Bureaucracy
• Security updates require regulatory approval due to impact on 

•      IMD functionality.

• In the U.S., FDA approval is mandatory and may take up to 7 years.

• Bureaucratic delays make it difficult to quickly adopt new solutions.

• By the time approval is granted, the solution may be outdated due

•     to technological advances.



Security Trade-Offs

Security 
vs 

Accessibility

Normal
vs

Emergency





 Case Study: 
Implantable Cardioverter  Defibrillator(ICD) 

     Security







Attack Approach• Employing a Black box approach to analyse the underlying proprietary protocol

•        between ICD-Device programmer.

• Reverse engineering the underlying long-range communication protocol by

 Identifying the wireless transmission parameter

 Intercepting the message communicated during ICD-device programmer      
communication

  

• Equipment used

•       Hardware                                          Software

 Universal Software Radio            Transmitter & Receiver    
Peripheral(USRP)                         Program

 A data acquisition System

•       (DAQ)
 A few Antennas
 A base station
 A few ICD models



ICD Activation
• Exploit an Active Session

• Standby Mode usage

• Wake up ICD from ‘Sleep’ mode

• Using a legitimate external device

Marin et al., ACSAC 2016: On the (In)Security of Modern Implantable Cardiac Defibrillators – https://doi.org/10.1145/2991079.2991094

https://doi.org/10.1145/2991079.2991094


Data Manipulation Attack



A. Mitra and D. Roy Chowdhury, PST 2023 – Unmasking the Dominant Threat of Data Manipulation Attack on Implantable Cardioverter 
Defibrillators, IEEE, doi: 10.1109/PST58708.2023.10320186



Different DM attack flows on ICD environment



Countermeasures 

















Resource Depletion Attack





A. Mitra and D. Roy Chowdhury, ICMC 2024 – Guarding the Beats: Defending Resource Depletion Attacks on ICDs, LNNS, Springer. 
doi: 10.1007/978-981-97-2069-9_17

https://doi.org/10.1007/978-981-97-2069-9_17














Countermeasures 







Future Scope 

 Complete Software Simulation and real-time simulation of the proposed 
scheme in an ICD environment

 Future emphasis is placed on the necessity of collaboration with device 
manufacturers, healthcare institutions, and regulatory boards

 The future objective is to establish a standardized, real-time legal framework 
for medical implant security assessments that extends beyond national 
boundaries



Thank you!
Do you have any questions?


	Medical Implant Security Understanding the Need for Secure Impl
	Slide 2
	Why Important?
	Slide 4
	Slide 5
	Medical Implant: Vulnerable?
	Evaluation of Implant Communication Interface
	Type 1
	A Typical IMD Communication System- Unauthorized Access
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Type 2: Medical data Safety
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Critical Physical Environment
	Resource Constraints
	Legacy Compatibility
	Bureaucracy
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Attack Approach
	ICD Activation
	Slide 32
	A. Mitra and D. Roy Chowdhury, PST 2023 – Unmasking the Dominan
	Different DM attack flows on ICD environment
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Resource Depletion Attack
	Slide 44
	A. Mitra and D. Roy Chowdhury, ICMC 2024 – Guarding the Beats:
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Future Scope
	Thank you!

